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Penetration Testing
Introduction
Penetration testing is the exercise of conducting vulnerability tests to a set of networks, computer systems, or web applications within a controlled environment (Pozzobon, Weiss, Renner & Hackenberg, 2018). Simply put, penetration testing is a sanctioned and simulated cyber-attack, conducted within the computers system of an entity with the primary aim of detecting its weaknesses. In their model study into the necessary tools and testing procedures appropriate to penetration testing, Al Shebli & Beheshti (2018) argue for its evolution from a part-time activity into a mandatory one. As such, they state that owing to the prevalence in cyber-attacks conducted on numerous companies, pen testing has become a common fixture within most information technology calendars as most companies report conducting it annually. These weaknesses obtained from the results- termed as vulnerabilities – can be augmented with other protection services such as web application firewall to enhance privacy. Unlike other forms of cyber-attacks, pen testing stands apart from them on two grounds; its authorization hence mirroring it to ethical hacking and its purpose, which is to secure the company’s data. 
[bookmark: _Toc56753]Purpose 
Although it may seem fairly obvious why organization should spend enormous sums on this proactive action, other reasons do exist. Chief among this being the identification and highlighting of the vulnerability. Feedback provision is an additional purpose which Pozzobon, et al, (2018) emphasizes as it enables the entity to prioritize its information security investments in order to avoid massive losses brought about by hackers. 
[bookmark: _Toc56754]Marine Group Boat Works
Marine Group Boat Works, a completely operational yachts and boats repair, customization, refits and construction of new boats (marinegroupbw.com, 2019). Its strategic position- at the San Diego Bay- places it at a prime position to engage with the federal government on matters Department of Defense, serving on a contractual basis. Granted, it prides itself in massive construction of boats up to 220 feet long, it is still a family-business by definition and operation. Characteristic with most entities of this nature, it has a few staff, approximately 62 but set to increase 89 upon the completion of another subsidiary at San Joe del Cabo. In the same vein, as with most family-owned enterprises, the firm preference for Windows operating system is clearly visible as the number of Windows users outnumber the Linux system users by a wide margin. Additional features which place it as this paper’s suitable case study include its on-site hosting of its information technology infrastructure as well as its approval for social engineering. To this end therefore, this paper aims at exploring one of its pen test frameworks- Open Source Security Testing Methodology Manual. 
[bookmark: _Toc56755]Open Source Security Testing Methodology Manual (OSSTMM).
Shah & Mehtre (2015) state that OSSTMM is a comprehensive ethical hacking procedure which tests to determine the vulnerability of innumerable options. These include testing all the operational security available to houses, human, physical and wireless security testing. Other additional areas include the telecommunications arena, data security, workflow and testing for compliance. As a peer analyzed manual containing conducted security and reviewed actionable information, it is among the highly preferred by most companies. A formal methodology simply reinforces the value and significance of this manual. This documentation aids greatly in enhancing the value of enterprise security in addition to its specific strategy and methodology. A key feature characteristic to all open source methodologies, an individual can edit it by cutting, adding or opening any section of it to and from the internet. Nonetheless, Shah, et al (2015) reiterate that the success and recurrent use of this method is largely dependent on two factors- financial security methods and the active scientific procedures and the financial capability on the entity. Similarly, it includes numerous rules governing this testing technique, as a majority of the standards documented dictate the guidelines for its usage. As such, it is highly employed among mid-size entities such as the aforementioned boat works group the U.S air force, navy and the telecommunication sector. 
[bookmark: _Toc56756]Domains covered in OSSTMM
This document covers a wide array of domains which it is used as a methodology manual. These include:
[bookmark: _Toc56757]Process Security
The prevalence of Window users as compared to Linux servers contribute to this point. Indeed, Kovacova & Vackova, (2015) elucidate that the basic operational nature of this server is that it enables the individual to gain entrance to process objects. Consequently, it operates under the operational regulator. This means that, whenever a threat is spotted, maybe within the running process, it defends the assets instead of paying the influencing key to its third parties. Aspects contained in this process include confidentiality, non-repudiation, privacy, integrity and alarm. 
[bookmark: _Toc56758]Information Security
The significance of security to a network of computers and the related systems is the main drive in this aspect. Currently, with numerous computers containing the basic limitation on access, the possibility of a vulnerability arising is significantly reduced. Interestingly, .Kovacova, et al (2015) states that this aspect so happens to be the determinant in the arena of OSSTMM given its association with important keys. Therefore, it is imperative to safeguard these important assets which include applications, system, data and applications. 
[bookmark: _Toc56759]Communication Security
The OSSTMM places, to a certain extent, emphasis with regards to the communication infrastructure. A number of these include testing ones’ voicemail, fax testing, and VoIP testing. Given that as a military contractor, a number of its correspondences with the government have a higher risk of falling into wrong hands. Marine Group Boat Works need to ensure highly protected communication between the two parties. 
[bookmark: _Toc56760]Internet Technology Security
This principally safeguards vital installations such as smart meters. It also uses port scanning, testing any detected intruders, as well as testing for denial of service. Services and system identification, testing the router, and security policy review are additional domains captured in this context.
[bookmark: _Toc56761]Wireless Security.
The OSSTMM defines the constituents of wireless technologies used by the entity, such as Marine Group Boat Works. Kovacova, et al (2015) states that this involves testing for electromagnetic radiation, Bluetooth, surveillance, communication, transaction and infrared. Subsequently, it determines the rules and regulations surrounding the wireless area. Such policies include the mandatory adoption of wireless technology whenever a company implements Bluetooth technology.
[bookmark: _Toc56762]Physical Test
Finally, this is used to regulate the access controls of the target by observing the controls with the sole intention of thwarting these attacks.
[bookmark: _Toc56763]Test Phases in OSSTMM.
To begin with, the discovery is the initial phase. Here, it is often focused on the exploration as it acquires the current system. Secondly is the enumeration verification. This verifies the authenticity of any user purporting to gain access at the Marine Group Boat Works by subjecting all operating systems to test, configuring them and assigning them the system document. Research into the system’s vulnerability and verification is the fourth phase (Bertoglio & Zorzo, 2017). Here, the manual analyzes the penetration test. Integrating testing follows suit, in which the comprehensive integrity of the whole system is undertaken. Security mapping comes in at the fifth phase given that it deals with the assessment of the results obtained from both the security and the system. Consequently, it conducts a risk assessment value in order to flash out any gaps, which are then classified appropriately among risks and measured. Finally, it reports the results obtained from the map and offers suitable recommendation. 
[bookmark: _Toc56764]OSSTMM Point Process and Conclusion 
In conclusion, it is imperative to highlight the existing OSSTMM interaction types. First is porosity which deals with enhancing self-protection or preparation before any cyber-attack. Secondly is four point process which relates to an in-depth understanding through monitoring.
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